
Список фишинговых интернет-
ресурсов 
Одним из распространенных способов хищения является фишинг, цель которого - 
завладеть реквизитами банковской платежной карты 

Злоумышленник под любым мошенническим предлогом вынуждает жертву пройти по ссылке 
на поддельный интернет-ресурс и ввести там номер карты, срок действия и CVV-код, чтобы 
похитить эти данные и списать денежные средства с банковского счета. 

 

Киберпреступники умело подделывают различные популярные интернет-ресурсы, которые 
оказывают услуги населению и имеют сервис онлайн-платежей: торговые площадки, службы 
доставки, сайты сетевых магазинов и т.д.  

Важно! Если вы являетесь владельцем одного из перечисленных ресурсов 
и у вас возникли вопросы, обращайтесь в ГУПК МВД по телефонам в 
Минске: 2187161, 2187101, а также на адрес электронной почты 
gupk@htcd.gov.by. 

 

 

 

 

 

mailto:gupk@htcd.gov.by


Чтобы не попасть на уловки злоумышленников, 
смотрите адреса ссылок на наиболее популярные 
фишинговые интернет-ресурсы:  

 

НИКОГДА НЕ ПЕРЕХОДИТЕ ПО ЭТИМ   

ССЫЛКАМ! ! ! 
finotdel2.tilda.ws 
project6658853.tilda.ws 
cdek.by-transportation.site 
sbp-by.com 
spb-by.com 
beldramafisha.shop 
evropochta.ebgpb.com 
theater.by-shop.website 
sun9-57.userapi.com 
belpostingepta.online 
sberbankss.cloud 
mysberbahkbps.cloud 
alfabank.by-transit.site 
teatr-bel.store 
m-sbp.online 
m-bps.com 
m-sbep.com 
belaruscard.site 
m-sbp.com 
cdek.by-id13012.shop 
sberbahkps.cloud 
mysderbahkk.cloud 
autolight.by-safe.site 
sberbahkss.cloud 
beldramafisha.store 
sberbahkts.cloud 
e-bgpd.by 
belposnginvad.by 
belgazhj.cloud 
belinvestbank.buzz 
winller.com 
affilliate-program.ru 
mysderbahk.cloud 
navnirmanfoundation.org 
belgazrfs.cloud 
belposting.by 
theater.by-buy.website 
sberbahks.cloud 
payment.by-pay.online 



cinema.by-pay.online 
cdek.by-storie.site 
payment.by-buy.website 
belgazro.cloud 
evropochta.accept15423.cfd 
belgazsq.cloud 
heart.by-stores.online 
3d-secure.by-stores.online 
belinvest.site 
promtekhstroi.ru 
evropochta.e-bgpb.com 
belinvestyl.cloud 
romanticcinema.by 
payment.by-pays.online 
jnlyrex.fun 
jnlerex.fun 
theater.by-pay.online 
by-stores.online 
hokan.by-stories 
cdek.by-oplata.site 
belinvestr.cloud 
skylove.by-stores.online 
belinveser.online 

alfabank.by-delivery.site 
alfabank.by-shipping.com 
alphalabchem.com 
autolight.by-paymentc.site 
becausesad.ru 
belarusiaaakol.site 
belarysia.space 
belavesbank.fun 
belgazk.cloud 
belinvesbank24-by.com 
belinvesrt.cloud 
belinvestbank.bel.com 
belinvestg.cloud 
belinvestk.cloud 
belinvestl.cloud 
belinvestr.cloud 
belinvestr.tech 
belinvestt.cloud 
belinvestyu.cloud 
belochki.info 
belpost.by-paymenlc.site 
belpost.order-pots.shop 
belpostaviber.ru 
belpostdeviiivery.shop 
belveb.website 
belveb24-by.site 
bitmef.net 
bomba.mens.shop 



bps-sber24.online 
by-delivery.site 
cdek.by-deliver.site 
cdek.by-delivery.site 
cdek.by-paymenlc.site 
cdek.by-transfer.site 
cdek.im-banking.com 
copyright2.fun 
cruptcoin24.com 
estradacomedia.online 
evropochta.accept15423.cfd 
evropochta.im-bankung.com 
evropochta.resel-e.online 
evropocta.by-sredstva.com 
fabigo.com 
granitequartzluxury.com 
harpicd2d.com 
ibahkbeilinvestbahk.online 
ibahkbeilinvestbahkd.online 
ibahkbeilinvestbahkl.online 
ibahkbeilinvestbahkz.online 
ibahkbeilinvestbankm.online 
ibahkbelinvestbahkl.online 
ibamkinbelinvestbaj.site 
ibankbeilinvestbahkl.online 
ibankbeilinvestbahkm.online 
itickettrb.com 
kufar.byshiping.com 
kufar-form.byitem 
leader_men.by 
leader_shop.by 
login.bel-invest.online 
login-belinvestbank-by.online 
mt-b.store 
mtb-b.cloud 
pet.taxi.by 
princegenesis.com 
printingnsiyanage.com 
pro-n.by 
shkaf-minsk.fun 
standup.by-store.site 
stbank-login–by.online 
theatorkassa.com 
theatre-comedy-by.com 
toonabox.com 
visansil.fun 
v-loads.cfd 
zirilong.tk 

1kupvi.beget.tech 
1logininfo.ru 
1look.by 



21janbk.ru 
21vek.com 
21vekbelarus.space 
21vekspace.com 
24-asbinfo.ru 
24belarus.website 
24connect.ru 
24nationals-theatre.ru 
24qiwivhod.ru 
24theatre-comedians.ru 
24vhodbelads.ru 
2-mgroup.ru 
3d-secure.by-31 
3d-secure.by-31.shop 
3d-secure.by-52.store 
3d-secure.by-shop.omline 
3d-secure.by-shop.online 
3d-secure.by-shop.onliner 
3d-secure.by-store.site 
3tu9oc.cn 
75293.tmweb.ru 
888poker.com 
a1-banking.by 
abncbp.com 
a-capital.cc 
acbvhod24belarus.website 
acca-info.ru 
accont-search.com 
account.mojang.com 
adgecaseresearch.net 
adsvhod24.host 
afahtec.com 
afishadram.com 
afisha-dram.online 
afishadram.site 
afishadram.store 
aipt1.com 
alfa.by-paid.ca 
alfa.online-by.com 
alfa.safepay-by.com 
alfa.track-by.com 
alfa.transfer-by.ca 
alfa.truck-by.ca 
alfa.truck-by.com 
alfabank.by-delivery.com 
alfabank.by-forma.com 
alfabank.by-paymenlc.site 
alfabank.by-probazha.com 
alfabank.by-prodazha.com 
alfabank.byreceive.com 
alfabank.by-sales.com 
alfabank.byshiping.com 



alfabank.by-shiping.com 
alfabank.forma-by.com 
alfabank.getzakazby-com.com 
alfabank.item-by.com 
alfabank.receive-by.com 
alfabank.shiping-by.com 
alfabank-blr.id-4435.com 
alfabank-blr.moneystransf.com 
alfabank-blr.payseccure.com 
alfabank-pay.site 
amigaofficial.com 
amlint.com 
amzn.com 
an.timby.net 
angry.by 
appie.home.belarus 
apple.belarus2020 
apple.home.belarus 
appleciti.by 
application-api.xyz 
artsenhulp.online 
asadis.fun 
asb-24bel.ru 
asb-24iban.store 
asb24info-iban.store 
asb24-onlinebb.ru 
asb24-paybb.ru 
asb-bel24info.ru 
asb-belarus24.ru 
asb-belbankonline.space 
asb-iban24by.ru 
asbinbelbanconlin24.fun 
asb-info24iban.ru 
asbinternerbanbel.website 
asbinternetbanbel.website 
asb-onlinerbb.ru 
asb-online-shop.ru 
asbpay-iban24.ru 
asbpay-iban24online.ru 
asbvhodbancing.website 
aschet.by-transfer.ca 
asvhod24bel.pw 
ater-comedy.info 
auto210.com 
autoligh.by-dostavka.info 
autoligh.item-by.com 
autolight.3ds-paymery.online 
autolight.by.prodazha.com 
autolight.by-card.com 
autolight.by-cash.com 
autolight.by-com 
autolight.by-delivery.by.com 



autolight.by-delivery.com 
autolight.bydostavka.com 
autolight.by-dostavka.com 
autolight.by-dostavka.info 
autolight.bydostavka-by.com 
autolight.by-dostavkaby.info 
autolight.bydostavka-e.by 
autolight.bydostvka.com 
autolight.by-forma.com 
autolight.by-get.com 
autolight.by-getdostavka.com 
autolight.by-item.com 
autolight.byitems.com 
autolight.by-items.com 
autolight.by-orders.com 
autolight.by-paid.ca 
autolight.by-paid.com 
autolight.by-paymenic.site 
autolight.by-paymenlc.site 
autolight.by-paymenv.site 
autolight.by-prodazha.com 
autolight.byreceive.com 
autolight.by-receive.com 
autolight.by-sales.com 
autolight.by-sdelka.com 
autolight.by-sell.com 
autolight.by-send.com 
autolight.by-sending.ca 
autolight.by-sgipment.com 
autolight.by-sheepment.com 
autolight.byshiping.com 
autolight.by-shiping.com 
autolight.by-shipment.com 
autolight.byshipping.com 
autolight.by-sredstva.com 
autolight.bytovar.com 
autolight.by-transfer.cfd 
autolight.cash-get.com 
autolight.dastavka.net 
autolight.dastavka-by.com 
autolight.delivery.by 
autolight.delivery-by.com 
autolight.delivery-by.net 
autolight.deliveryyc.online 
autolight.dellvery.by.com 
autolight.dellvery-by.com 
autolight.dosstavka.by 
autolight.dostavka.com 
autolight.dostavka-a.com 
autolight.dostavka-a.tk 
autolight.dostavkaby.com 
autolight.dostavka-by.com 



autolight.dostavka-by.net 
autolight.dostavka-e.by 
autolight.dostavka-e.com 
autolight.dostvka.by.com 
autolight.dy-items.com 
autolight.e-dostavka.m 
autolight.e-dostavka.ml 
autolight.for 
autolight.forma-by.com 
autolight.form-by.com 
autolight.forms-by.com 
autolight.forum-by.com 
autolight.from-by.com 
autolight.getzakaz.com 
autolight.getzakazby-com.com 
autolight.im-banking.com 
autolight.info1757.cfd 
autolight.item-by.com 
autolight.itemps-by.com 
autolight.items 
autolight.items-by 
autolight.items-by.com 
autolight.online-by 
autolight.onule-by.com 
autolight.order.by.com 
autolight.order.online 
autolight.order-by.com 
autolight.orderq.online 
autolight.orderyc.online 
autolight.pagmentst.cfd 
autolight.paysers-by.online 
autolight.quart-delivery.online 
autolight.receive-by.com 
autolight.recive-by.com 
autolight.safe-by.com 
autolight.safepay-by.com 
autolight.sale-by.com 
autolight.sdelka-by.com 
autolight.services-by.com 
autolight.shiping-by.com 
autolight.sredstva-by.com 
autolight.truck-by 
autolight.truck-by.ca 
autolight.truck-by.com 
autolight.zakaz-by.com 
autolight-bir.id-4463.com 
autolight-bir.payseccure.com 
autolight-blr.by-dostawka.com 
autolight-blr.id 
autolight-blr.id0987.com 
autolight-blr.id-4435.com 
autolight-blr.id-4463.com 



autolight-blr.id-5434.com 
autolight-blr.id-54567.com 
autolight-blr.moneystransf.com 
autolight-blr.online-prodazha.com 
autolight-blr.onlineprodszha.com 
autolight-blr.oplata-by.com 
autolight-blr.paymentbelarus.info 
autolight-blr.payseccure.com 
autolight-blr.prodazha-online.com 
autolight-blr.prodazha-wabes.com 
autolight-blr.prodazha-web.com 
autolight-blr.prodazha-webes.com 
autolight-blr.prodazha-webs.com 
autolight-blr.seccurepayment.com 
autolight-blr.trans-payment.com 
autolight-blr.webonlineprodazha.com 
autolight-blr.web-onlineprodazha.com 
autolight-blr.web-prodazha.com 
autolight-by.delivery23.xyz 
autolight-delivery-by.com 
autolight-dlr.id-5434.com 
autolight-dostavka-by.com 
autolight-items-by.com 
autolight-sdelka.by.com 
autolighy.by-shiping.com 
autoligt.byitems.com 
autoligt.by-receive.com 
autoligt.by-sdelks.com 
autoligt.dastavka-by.com 
autoligt.dostavkaby.com 
autoliht.sdelka-by.com 
autoling.cаsh-get.com 
autolinght.by-card.com 
avaxept.com 
avtolight.by-sales.com 
avtolight.forms-by.com 
avtolight.order-by.com 
avtoshtorki.imperial 
ay-by.online 
aydesk.be 
aytolight.by-dostavka.info 
babiki.ru 
babybreathplacenta.com 
babymam.shop 
babymom.top 
babytime.life 
babytime.sale 
badoolove.space 
ballainsprobanс.site 
banbelperevodmtb.website 
bancmtbvhod24.fun 
bandana.kross 



banemtbvhod24.fun 
bank.belarus-official.com 
bankchart.by 
bank-mtbank.com 
bankmtby.com 
bankmymtb.com 
bannk.info 
baranovichi-gik.gov.by 
bardiroxet.com 
batyr.men.shop.r 
batyr.men.shop.russia 
baza.zvuka.by 
bdb.sdelka-by.com 
be1veb24.ru 
beacons.gvt2.com 
bebinvest.fun 
bebutime.free 
beeiveb.store 
begaz.fan 
beget.tech 
beiictprodahk24.website 
beilnsvetbnak-by.site 
beilnsvetsbank-by.fan 
beilnsvetsbank-by.fun 
beilnsvetsbnak-by.fun 
beilnsvetsbаnk24-by.online 
beilnsvetstbank-by.com 
beilnsvetstbnak-by.com 
beilnsvetstbnak-by.fun 
beilnsvetstbnak-by.site 
beilnvestbank-by.com 
beilnvestbansk-by.com 
beilnvest-by.fun 
beilnvestionbnak.com 
beilnvstbnak.com 
bekagbank.online 
bekvebsating.site 
bel.poshta.by 
bel.shop.one 
bel.urban.street 
bel24asbpay.ru 
bel24support.ru 
belagbank.online 
belagraprombank.by 
belagro.online 
belagrobamk.online 
belagrobank.online 
belagroo.online 
belagroprambank.by 
belagroprombank.by 
belagroprombank.site 
belagroprombank.softonic.ru 



belagroprombanks.by 
belagrrobank.online 
belaivestpro.site 
belaiwestdanking.site 
belapb.bank-erip.by 
belapb.bankrb.by 
belapb.infy.by 
belar.clothes 
belaruasbvhod24.host 
belarus.appl 
belarus.apple 
belarusbank.asby.cc 
belarusbank.bankrb.by 
belarusbank.e-pey.by 
belarusbank.e-rip.by 
belarusbank.e-rip.cc 
belarusbank.e-rip24.by 
belarusbank.infy.by 
belarusbank.ru 
belarusbank.su 
belarusbank-24erip.website 
belarusbank-erip.online 
belarusbank-erip-online.ru 
belarusbanktransfer.fun 
belarusbankvhod.ru 
belarusbbankvhod.ru 
belaruscinema.com 
belarusdrama.by 
belarusdramteatre.art 
belarusdramtheatre.art 
belarusdramtheatre.store 
belarusdrumtheatre.shop 
belarus-iban.ru 
belaruskinoroom.com 
belarus-media.online 
belarus-official.com 
belarustheart.com 
belarustheatr.com 
belarusthetre.com 
belarus-uslugi.ru 
belavestbank.fun 
bel-babk.onlone 
bel-bank.online 
belbgaz.fun 
belbinvest.fun 
belcinema.com 
belcinemahause.com 
belcinemahouse.com 
belcinemaroom.com 
beldrama.homes 
beldrama.pics 
beldrama.quest 



beldramatheatre.homes 
beldramatheatre.shop 
beldramaticket.pics 
beldramtheare.com 
beldramtheathre.com 
beldramtheatr.com 
beldramtheatre.com 
beldramtheatre.homes 
beldramtheatre.store 
beldramticket.store 
beldramtickets.shop 
beldramtickets.store 
beleb24by.app.link 
beleeb.homes 
belgazproby.website 
belibinvest.belweb24.pro 
belibinvest.fun 
belibternebanc24.pw 
beliby.online 
beligvestbank.by 
beliinvest.fun 
belinestbank24-by.online 
belinnvestonlaine.site 
belinsvestbnak-by.fun 
belinsvestsbkank-by.fun 
belinsvetsbank-by.fun 
belinsvetsbnak-by.fun 
belinsvetstbnak-by.site 
belinsvpronlain.site 
belintermebanco24.pw 
belinternebanc21.pw 
belinternebanc24.pw 
belinvby.online 
belinvebby.online 
belinvectbank24-by.online 
belinves24.online 
belinvesb.store 
belinvesbank-by.com 
belinvesbank-by.lindylehto.com 
belinveslbank-by.online 
belinvesrbank-by.com 
belinvest.belweb24.pro 
belinvest.cablnet.info 
belinvest.click 
belinvest.cloud 
belinvest.fun 
belinvest.online 
bel-invest.online 
belinvest.sigln.info 
bel-invest.site 
belinvest.store 
belinvest.website 



belinvest24.online 
belinvest24bank-by.online 
belinvest24-by.online 
belinvestbank.asvas.ru 
belinvestbank.by-bel.com 
belinvestbank.by-iban.com 
belinvestbank.by-iln.com 
belinvestbank.by-lin.com 
belinvestbank.by-org.com 
belinvestbank.by-ost.com 
belinvestbank.by-sale.com 
belinvestbank.by-salt.com 
belinvestbank.fun 
belinvestbank.mybcnk-by.online 
belinvestbank24-by.com 
belinvestbank24-by.online 
belinvestbank-by.com 
belinvestbank-by.fun 
belinvestbank-by.lindyleht 
belinvestbank-by.lindylehto.com 
belinvestbank-by.online 
belinvestbank-login-by.online 
belinvestbansk-by.com 
belinvestbanv.by.com 
belinvestbanv-by.com 
belinvestbnak-by.com 
belinvestbnak-by.fun 
belinvestbnk-by.com 
belinvest-by.fun 
belinvest-by.lindylehto.com 
belinvest-by.online 
belinvestbyba.com 
belinvestbyby.com 
belinvesti.cloud 
belinvestik.cloud 
belinvestionbnak.com 
belinvestsbakn.fun 
belinvestsbank.fun 
belinvestsbank24-by.online 
belinvestu.fun 
belinvesty.cloud 
belinvesty.store 
belinvseti.cloud 
belinvstbnak.com 
belivesprom.site 
belivieb.com 
belivieb.one 
beliviep.one 
bellagroprambank.by 
bellagroprombank.by 
bellainspbanc.site 
bellainsprobanc.site 



bellichnuibank.website 
bellinwest24.space 
bellkabinetasbvhod.space 
bellnsvetstbnak-by.site 
bellnvestbnk-by.com 
bellnvestsbakn.fun 
bellpochta.be 
bellpochta.by 
bellpost.be 
bellveb.24.online 
bellveb.com 
bellveb24.com 
bellveb24.online 
bellveb24-login.com 
bellveb-24-login.com 
bellveb-loqin.com 
bellweb.com 
bellweb-24.com 
bell-web24.com 
bellweeb.com 
belnivestbank-by.com 
belnivestbank-by.top 
belnsvestbnak-by.site 
belnsvetsbnac-by.site 
belnsvetsbnak-by.fun 
belnsvetstbnak-by.com 
belnsvetstbnak-by.fun 
belnsvetstbnak-by.site 
belnvestbank-by.com 
belnvestbansk-by.com 
belnvest-by.fun 
belochki24.info 
belpay.store 
belpochta.by-id-safe.site 
belpochta.fun 
bel-pochta.info 
belpocshta.by 
bel-poshta.by 
belpost.be 
belpost.bedeliv.by 
belpost.beldelivery.com 
belpost.bestdelivery.by 
belpost.betdostavka.by 
belpost.biz 
belpost.by-c.ca 
belpost.by-delivery.ca 
belpost.by-delivery.com 
belpost.bydostavka.com 
belpost.by-expressdelivery.online 
belpost.by-getdostavka.com 
belpost.by-oplata.online 
belpost.by-paid.ca 



belpost.by-payservice.online 
belpost.by-r.online 
belpost.by-rodazha.com 
belpost.by-safedelivery.online 
belpost.by-safepay.online 
belpost.by-send.ca 
belpost.by-sending.ca 
belpost.by-services.online 
belpost.byshiping.com 
belpost.by-transfer.ca 
belpost.by-transver.ca 
belpost.by-trucks.online 
belpost.by-web.online 
belpost.cc 
belpost.deliver-by.com 
belpost.delivery-by.com 
belpost.delivery-post.shop 
belpost.dostavka.com 
belpost.dostavka-by.com 
belpost.forma-by.com 
belpost.getcash.by 
belpost.getdelivery.casa 
belpost.getdelivery.live 
belpost.getdelivery.online 
belpost.getdelivery.surf 
belpost.getdelivery-by.com 
belpost.get-order.icu 
belpost.getpay.by 
belpost.host 
belpost.hpst 
belpost.io 
belpost.items-by.com 
belpost.kufardostavk.by 
belpost.nl 
belpost.one 
belpost.paymenl-by.cfd 
belpost.pro 
belpost.safe-by.com 
belpost.safeoprder.shop 
belpost.safeorder.shpo 
belpost.safeorder.surf 
belpost.safeorder.work 
belpost.safepay-by.com 
belpost.saveorder.icu 
belpost.saveorders.icu 
belpost.sedostavka.by 
belpost.services-by.com 
belpost.site 
belpost.so 
belpost.tech 
belpost.transfer-by.ca 
belpost.transferyo.online 



belpost.truck-by.com 
belpost.vc 
belpost.xyz 
belposta.bz 
belpostadeliveri.ru 
belpost-bir.moneystransf.com 
belpost-blr.moneystransf.com 
belpost-blr.payseccure.com 
belpost-by.me 
belpostdeliiivery.shop 
belpost-delivery.space 
belpost-delivery-shipment.shop 
belpost-delivery-shipmet.online 
belpost-delivery-shipmet.shop 
belpost-deliwery-shipmet.shop 
belpostgetdelivery.online 
belpost-pay.by 
belpost-payment.by 
belpost-pays.by 
belteatr.com 
belteatr.site 
belteatr.stor 
belteatr.store 
beltheatr.com 
beltheatre.store 
beltheatreafisha.by 
beltheatreafisha.store 
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